
Digital Forensics Tutorials – Hashing 
 

Explanation Section 

Hashing - Definition 
Hashing refers to the use of hash functions to verify that an image is identical to the source media. 

Hashing is like a digital fingerprint for a file. It is mathematically derived from the contents of the item 

being hashed, and is displayed in a set of numbers and letters. The length of the hash depends on the 

type of hash used. It is incredibly unlikely that two image files with different contents would ever 

generate the same hash.  

There are several hashing algorithms that are commonly used, such as MD5 (Message Digest 5), SHA1 

(Secure Hash Algorithm), SHA256, and others. MD5 is a 128 bit 32 character algorithm and is the most 

commonly used hashing algorithm. There are other hashing algorithms available for encryption; 

however forensics primarily focuses on MD5, SHA1, and SHA256. Hashing is used in many other areas of 

digital study such as download confirmation and encryption.  

While altering anything within the contents of the disk image will alter the hash value (like adding or 

removing a single character in a document or changing one pixel in an image), changing the name or 

extension of the image will not alter the hash value. 

Hashing is pivotal in the scope of forensics investigations, as the hash verifies the integrity of the disk 

image. Anyone at any time during or after the investigation should be able to rehash the disk image and 

replicate the exact same hash value that was given the first time the disk image was ever hashed.  

The Importance of Evidence Hashing 
It is pivotal to note that when conducting an investigation, every piece of evidence found on the disk 

image must be hashed. In an investigation, everything you have done must be able to be replicated by 

another person, and this is done via hashing. If you find a zipped file containing photos on the suspect’s 

disk image, the zipped file and each of the photos must be individually hashed. Think of it this way: 

anything you look at and anything you present as evidence must be hashed. Otherwise, there is no 

way for the court to verify that you did not alter the evidence in some unknown way. 

About WinHex 
We will be using WinHex in this tutorial. WinHex is a universal hexadecimal editor, particularly helpful in 

the realm of computer forensics and data recovery. It can be used to inspect and edit all kinds of files, 

recover deleted files or lost data from hard drives with corrupt file systems or from digital camera cards. 

It also computes various hash values for any file extension. The full version consists of many more 

features such as imaging and network analysis. We will be using the free version of the program. 

In This Tutorial 
Once a disk image has been created, it must be hashed. In the first tutorial in which we created the disk 

image, FTK Imager created both an MD5 and SHA1 hash automatically. These hash values must be able 

to be replicated at any time, and within any given hashing program.   



In this particular tutorial, we will be using FTK Imager and WInHex to demonstrate that the same hash 

should be generated by any program. In addition, we will see how altering the disk image file in any way 

will alter the hash and destroy the integrity of the image.  

Tutorial Section 
LEARNING OBJECTIVES: 

 View and understand the auto-generated hash values 

 Rehash the disk image file within WinHex and compare the hashes 

 Understand that changing the name or extension of the disk image will not alter the hash 

 Understand how altering data within the disk image file changes the hash value 

Part 1 – Understanding the FTK Automated Hash Values 

1. Login to the Virtual Lab website (https://v5.unm.edu/cloud/org/ialab), and enter the ‘NEST Digital 

Forensics’ vApp. Click on the Windows 8 machine to open the VM.   

 

2. Open your Y: Investigative Drive and locate the ‘Georges Drive Image.txt’ file that was saved when 

you created the disk image in the previous imaging tutorial. Open the file. Note the hashes that have 

been auto-generated for you (MD5 and SHA1). Your hashes may be different from those shown 

here, as small changes may have been made to the original disk (Z: Georges Drive) in preparing the 

virtual machine to be used in a tutorial setting. 

 
 

Throughout this tutorial, we will verify that these hashes always remain the same. This maintains 

the integrity of the disk image.  

 

3. Launch WinHex. In this tutorial, we are going to use it to generate an MD5 and SHA1 hash to verify 

the integrity of the disk image and individual evidence files. The hashes calculated in WinHex should 

be identical to those in the ‘Georges Drive Image.txt’ file generated by FTK Imager. 

https://v5.unm.edu/cloud/org/ialab


 
 

4. Click Open, and navigate to select the disk image created in the previous tutorial, ‘Georges Drive 

Image.001’. Click OK if you receive a message about WinHex being an evaluation edition. Something 

akin to the image below will open. 

 



5. Everything you see is the content of the disk image, in both hexadecimal and character formats. At 

this point we will not worry about what is being displayed; working with a universal hexadecimal 

editor will be addressed in future tutorials. For the moment we only want to generate hashes. 

Navigate to Tools >> Compute Hash or press CTRL + F2. The ‘Compute Hash’ window will pop up. 

 
 

6. Note the various hashes that can be computed. We will be computing both MD5 (128 bit) and SHA1 

(160 bit), as these were the hashes auto generated by FTK Imager. Select MD5 and press OK. The 

hash will take a few moments to generate. Copy this hash value and paste it into notepad. Do the 

same for SHA1. 

 
 

7. In the image below, note the newly generated hashes in the file at the top, and the auto generated 

hashes at the bottom. They are identical. This indicates that the integrity of the disk image is intact – 

no changes have been made to the image. It is good to repeat this step at regular intervals 

throughout the investigation. Recall that these hashes are generated based on the contents of the 

disk image. 



 
 

Part 2 – Changing the Image File Name or Extension 

1. Before we go any further, let’s make a copy of our disk image to ensure that we have an untouched 

version of it should we make any changes. Simply copy and paste the ‘Georges Drive Image.001’ file 

into the Investigative Drive. We will use the original file for the following steps. Feel free to hash 

both copies of the file – you will find that the hashes are identical for both disk image files. This is 

due to the fact that the content within the disk images has not changed. 

 

2. Let’s say that you need to rename the disk image file from ‘Georges Drive Image’ to ‘Case 1234ABC’. 

Can you do this safely without altering the hash value of the disk image? Rename the disk image, 

and rehash in WinHex. Are the hash values identical to the ones you have produced until now? 

 
 

3. Now let’s say you want to change the extension to .dd instead of .001. Can you do this without 

altering the hash value of the disk image? 

 
 

In both cases the hash values should remain unchanged, since no alterations have been made to the 

content within the disk image file. The integrity of the disk image has been maintained. 

 



Part 3 – Alteration of Disk Image Data 

1. How would you know if the integrity of the disk image was compromised? The hash value will 

change. Open ‘Case 1234ABC.dd’ in WinHex as before. Click anywhere in the main area of the page 

displaying the hexadecimal layout. Type any number or letter over one character anywhere on the 

page. The altered character should turn blue. In this case, I changed ‘EB’ to ‘ED’ as seen below. Save 

the file.  

  
 

2. Rehash the image file. What does the hash say now? The hash will be completely different from 

those generated up to this point. This disk image no longer maintains its integrity. This does not 

necessarily mean it is inadmissible in court, but the precise change that was made must be 

documented so that it can be replicated by someone else. If the exact hash that was generated after 

the change cannot be replicated by other investigators, this jeopardizes the evidence.  

 

3. Exit WinHex and delete ‘Case 1234ABC.dd’. You should now have only your original and untouched 

disk image ‘Georges Drive Image.001’. 

 

Part 4 – Hashing Individual Pieces of Evidence 

1. In the course of any investigation, the ability to replicate the work of another investigator is 

imperative. Oftentimes investigators will make copies of data found within a disk image file, such as 

documents, images, etc. These are pieces of evidence, and must therefore also be hashed to 

maintain their integrity as evidence. This is relatively easy; but it is an integral step that is easily 

overlooked or forgotten, especially if there are hundreds of pieces of evidence on a disk image.  

 

Since viewing contents of a disk image is found in a later tutorial, we will not go through the steps of 

copying a piece of evidence at this time. In essence, in order to hash an individual piece of evidence, 

you will create a copy of that evidence (a photo, for example) in your Investigative Drive. Then 

simply open the photo in WinHex, just as we did with the image file. Calculate the hash in the same 

manner. Always be sure to record the hashes of each piece of evidence in a master hash file, as it 

will be critical to the investigation. 

 

Conclusion 
At this point in your mini investigation, the disk image has been created, and it has been hashed to 

verify its integrity. These are the two most pivotal steps to beginning a digital investigation. These steps 

are the building blocks upon which your case will be built. Understanding hashes and their importance in 

the investigative system will provide the foundation for the rest of the provided tutorials. 

If there is one thing to take away from this tutorial, it is that you cannot have too many hashed pieces of 

evidence. The more thorough you are, the less chance there is of your case and evidence being 

questioned in court. 


